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Foreword

Beijer Electronics OPC Server Setup

Foreword

This document describes how to set up the DCOM (Distributed Component
Object Model) settings in a Windows XP environment in order to communicate

using Beijer Electronics OPC Server. Itis also supported to use an iX Panel from
Beijer Electronics as DCOM client.
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Introduction

1 Introduction

This Start Up document describes how to set up DCOM (Distributed
Component Object Model) settings for two computers, where one actsas DCOM
server with Beijer Electronics OPC Server installed, and the other one as DCOM
client. Itisalso supported to use an iX Panel from Beijer Electronics as DCOM

client.
1.1 SystemRequirements

The following operating system and software is required:

Operating system/ software specification DCOMserver DCOMclient
Microsoft Windows XP, SP3, Windows Update Required Required if using
enabled aPCasclient
Beijer Electronics OPC Server Required Not required
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2 Server Setup

2.1 Prerequisites

Beijer Electronics OPC Server has to be installed on the PC acting as server.
This chapter describes the following required server settings:

Configuring Windows Firewall

Setting Up User Account Recognition

Running OPCEnum as a Service

DCOM Configuration of My Computer

DCOM Configuration of Beijer Electronics OPC Server
DCOM Configuration of OPCEnum

Related information

System Requirements

2.2 ConfiguringWindows Firewall

1. Open Windows Firewall from the Control Panel.
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2. Select the Exceptions tab and add BeOPC (Beijer Electronics OPC
Server) to the exceptions list. Also add Microsoft Management Console
(mmc.exe) and the OPC utilicy OPCENUM (OPCEnum.exe) found in the
Windows\System32 directory.

"= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming network, connections, except for the
pragrams anhd services selected below. Adding exceptions allows some programs
to wwork, better but might increaze wour zecurity rigk,

Proarams and Services:

Mame

#Be0PC

DCOM [ TCP135)

File and Printer Sharing

Microzoft Management Console
Metwaork, Diagnostics for Windows P
OFCENUM

Remate Azsistance

[ Remote Desktop

O UPHP Framewark,

|[ Add Program... ll [ Add Part...

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptions?

e

QK. ] l Cancel

Most applications that are installed on the PC are listed when clicking Add
Program. To find executable files that are not listed, click Browse.
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3. C(Click Add Port.

"= Windows Firewall

General | Exceptions |Advanced

wiindoves Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows zome programs
to work, better but might increasze vour security rigk.

Programs and Services:

MName

#:Be0PC

DCOM [ TCR135)
FilE and Printer Sharing

ticrozoft Management Console
Metwork Diagnostics for Windows <P
OPCENUM

Femote Assistance

[ Remate Deskiop

[ UPKP Framework.

l Add Program... ] [ Add Port.. ]

Dizplay & notification when Windows Firesall blacks & program

wihat are the rizks of allowing exceptions? %[}\_

.

(]S H Cancel ]

4. Inthe Add Portdialog, fill in the fields according to below:
- Name: DCOM (TCP135)

_  Portnumber: 135
_ Choose the TCP radio button.

5. Select the Advanced tab of the Windows Firewall, and enable Allow incoming
echo requests, found in Settings for ICMP.
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2.3 Setting Up User Account
Recognition

To enable both computers to properly recognize each other’s user accounts, it is
necessary to ensure that user accounts are recognized on both the server as well as
the client computers. This includes all user accounts that will require OPC access.

1. Make sure thatall user names and passwords on the DCOM server and
DCOM client match for all accounts that require OPC access.

Note:

Auseraccount must have a user name and a password. Itisnot possible to establish
communication if auser account does not have a password.

When using Windows Workgroups, each computer must have acomplete list of all user
accountsand passwords.

When using asingle Windows domain, user accounts are properly synchronized by the
domain controller.

When using multiple Windows domains, you will either have to establish a trust
between the domains, or add a local user account to the computers that will
communicate viaDCOM.
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2.4 Running OPCEnumasasService

1. Click on the Windows Start button, and select Run. In the Run dialog box,
type “opcenum /service” and click OK.

_ Twpe the name of a program, folder, document, or

B Internet resource, and Windows will open it For vou,

Open: | opCenum fservice vl

I [0] 9 H Cancel H Browse, .., l

e

2. Click on the Windows Start button, and select Run once again. In the Run
dialog box, type “dcomcnfg” and click OK.

Open the Control Panel and select Services (local).
Right-click on the OpcEnum service and select Properties.
Change start type to Automatic.

If the service is not already running, click Start.

Click OK to close Services.

NN W
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2.5 DCOM Configuration of My
Computer

OPC specifications that precede OPC Unified Architecture (OPC UA)

depend on Microsofts DCOM for the data transportation. Consequently,

you must configure DCOM settings properly. Itis possible to configure the
default system-wide DCOM settings, as well as for a specific OPC server. The
system-wide changes affect all Windows applications that use DCOM, including
OPCapplications. In addition, since OPC Client applications do not have

their own DCOM settings, they are affected by changes to the default DCOM

configuration.
To make necessary changes, follow the steps below:

1. Click on the Windows Start button, and select Run. In the Run dialog box,
type “dcomenfg” and click OK.

Run EJ El

- Twpe the name of a program, folder, document, or

E Internet resource, and Windows will open it For vou,

Open: | decomenfyg v

ok H Zancel ][ Browse, ..

e

The Component Services window opens.

2. Inthe Component Services window, navigate inside the Console Root folder
to the Component Services folder, and then to the Computers folder. Finally,
you will see the My Computer tree control inside the Computers folder.

BeijerElectronics, SUEN281
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3. Right-clickon My Computer and select Properties.

Component Services

@ File Acton View Window Help

« = @@ RN EN
(L] Console Root
= @ Component Services

=L Computers ‘ E
Eventvig StopMsDTC Computer
% Services

Refresh all components

Mew Window from Here

W
H

Fan

Hil

i
T

Note:

Thisisnotequivalent to the “My Computer” icon on your desktop; but the “My
Computer” tree control in the Component Services application.
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2.5.1 Default Properties

Make sure that the following options are set on the Default Properties tab:

1. Check Enable Distributed COM on this computer. Note, that you will have
to reboot the computer if you make changes to this check box.

2. Setthe Default Authentication Level to Connect. Itis possible to use other
settings in the list, but the Connect option is the minimum level of security
that you should consider.

3. Setthe Default Impersonation Level to Identify.

My Computer Properties

Default Protocols MSDTC COM Security
General Options Default Properies

[+ Enable Distributed COM on this computer
[ Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.
Default Authentication Lewvel:

e |3

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:

[ 1dentify -]

Security for reference tracking can be provided if authertication is used
and that the default impersonation level is not anonymous.

I Provide additional security for reference tracking

e
s

0K || cancel || Appy
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2.5.2 Default Protocols

Make the following setting on the Default Protocols tab:
1. Set the DCOM Protocols to Connection-oriented TCP/IP.

My Computer

General ] Options ] Default Properties ]
Defautt Protocols l MSDTC ] COM Security ]
DCOM Protocols

‘P Connection-oriented TCP/1P

Add | Remove | Properties. ..

Description

The set of network protocols available to DCOM on this machine. The
ordering of the protocols reflects the priority in which they will be used,
with the top protocol having first priority.

OPC communication only requires connection-oriented TCP/IP, so you may
consider to delete the rest of DCOM protocols. However, if these protocols
are required for non-OPC applications, you can leave them there. The only
consequence is that timeouts may take a little longer to reach.
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2.5.3 COM Security

In Windows, the system-wide Access Control List (ACL) is configured for all
objects on the COM Security tab. The ACLs include Launch and Activation
Permissions (ability to startan application), and Access Permissions (ability to
exchange data with an application).

Make the following settings on the COM Security tab:

My Computer Properties

General Cptions Default Properties
Default Protocals MSDTC COM Security

Access Permissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Edit Limits. ‘ Edit Defaul...

Launch and Activation Pemmissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

Edit Limits. .. Edit Defautt...

e
s

0K || cancel |[ Apply

BeijerElectronics, SUEN281 14



Server Setup

1. Click Edit Limits. .. for the Access Permissions group. Add Everyone and
ANONYMOUSLOGON to thelist of Group or user names. Change their
permissions to Allow, and click OK.

Access Permission
Security ]

GIDUD O W=Er names:

?)X]

mﬁNDNYMDUS LOGAM

ﬂi Ewvemone

Add... | Remowe |
Permizzions for Everone Al Deny
Local dccess F
Remote Access O

2. Click Edit Limits. .. for the Launch and Activation Permissions group. Add
ANONYMOUSLOGON to thelist of Group or user names. Change its

permissions to Allow.

3. Change the permissions for Everyone to Allow.

4. Click OK.

Note:

Onsome computers, the Edit Limits buttons may not be available.

BeijerElectronics, SUEN281
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2.6 DCOM Configuration of Beijer
Electronics OPC Server

To make necessary changes, follow the steps below:

1.

Click on the Windows Start button, and select Run. In the Run dialog box,
type “dcomenfg” and click OK.

- Twpe the name of & program, Folder, document, or
= Internet resource, and Windows will open it For vaou,

Open: |dc0mcnfg

4

[ ok

] l Cancel

” Browse, ., l

e

The Component Services window opens.

In the Component Services window, navigate inside the Console Root folder
to the Component Services folder, and then to the Computers folder. Expand
My Computer and click on the DCOM Config folder.

Right-click on Beijer Electronics OPC Server in the list of objects in the right
window pane, and select Properties.

Action  Wiew Window Help =] x|
=@ @ 8
([ Console Roat
= Component Services
— 3
(53 Computers Mame Application ID s
{2 My Computer % 2009-02-10 {5375C9E2-A740-4393-ATED-130AFSCI
(23 oM+ Applications b nccStore Class {DESDBECDC-104A-4chc-A4D5-0C2104A
3 DCOM Config 5 ncroBroker {F2383816-917A-46CC-AD2A-50 138ED
(2] Distributed Transaction ¢ | & AcrolEHelpershim {77AB4812-5411-4EA9-8437-77ADOF 22
D Runining Processes @AcroPDF {BEAADE44-3862-490C-8E63-AC2D 206!
% Event Viewer {Local) @b ndobe Acrobat Document {B801CAG5-A1FC-11D0-85AD-4445535
Services (Local) @ arbetshok for Microsoft Office E...  {00020830-0000-0000-C000-00000000!

@Background Intelligent Transfer ...
s Beijer Electronics OPC Server
Fyero

@EIodﬂad Crivers

&y cEvtci

# cContactDb
@CExceIlZConverter Class
@CIiF‘rmq.I

@ cMsvsWrap Object

#% COM+ Event System
@ComEvents.ComServiceEvents
<

{59AD4AEE-518E-439b-A92C-85AEAT0E
o ool |147-BD 2D-006008D(
4794-AF2E-8CC2731
43705 350-84F CFOFL
| puzes 84-BDE-6CCOFED,
{380689D0-AFAA-47E6-BR0E-A33436FE
{82780E93-DEDB-4666-8CEF-E83D451C
J4E9AEDCC-5516-41CC-AF40-2740C23
{2529DD0A-49D7-4C85-54DA-69B 1422
{4E14FBA2-2E22-11D 1-998%-00G0 47E8

{ECABBOC3-7F 19-11D2-9 Bk DIUGFS75 v
| >

D ZEAEE 4

BeijerElectronics, SUEN281
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2.6.1 General

Make the following setting on the General tab:

1. SetAuthentication Level to None.

Beijer Electronics OPC

Server, Properties

General |Locatinn Security | Endpoints | Identity

Application Name:
Application [D:
Application Type:
Authentication Lewvel:

Local Path:

General properties of thizs DCOM application

Beidjer Electronics OPC Server

{C5811270-3294-11d7-BD 20 0060020 D0S5F

Loczal Server

aF. ] l Cancel

BeijerElectronics, SUEN281
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2.6.2 Location

Make the following setting on the Location tab:

1. Check Runapplication on this computer.

Beijer Electronics OPC Server Properties

General | Location | Security | Endpoints | Identity

The following settings allow DCOM to locate the comect computer for this
application. f you make more than one selection, then DCOM uses the first
applicable ane. Client applications may overide your selections.

[ Run application on the computer where the data is located.
[+ Run application on this computer. I}

[ Run application on the following computer:

NN
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2.6.3 Security

Make the following settings on the Security tab:

1. Select Customize and click Edit for Launch and Activation Permissions,
Access Permissions and Configuration Permissions, and add Everyone and

ANONYMOUS LOGON to thelist of Group or user names. Change their

permissions to Allow and click OK.

Beijer Electronics OPC Server Properties

General Locationl Security |Endpoirrts Idertity

Launch and Activation Pemissions
" Use Default

{* Customize

Access Permissions

™ Use Default

+ Customize

Configuration Pemmissions

™ Use Default

+ Customize

Security l

GI’DUD 0F LIZEN hames:

ﬁ ANOMNYMOUS LOGON
m Eweryone
Add.. | Remove |
Permizzions for Everyone Al Deny
Local Access il
Fiemaote Access O
[ ok | cancal

BeijerElectronics, SUEN281
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2.6.4 Identity

Make the following setting on the Identity tab:

1. Select the The system account (services only) option, and click OK.

Beijer Electronics OPC Server Properties

General | Location | Security Endpnintsl |denlit.'ﬂ|

Which uzer account do wau want o %& tar run thiz application?

-

-

" This user.

|
|
|

* The system account [services only).

Note:

The system account optionis available only if the Beijer Electronics OPC Server is
started asaservice. If thisoptionisgreyed out, make settings as described in section
The System Account (Services Only). After that, arestart may be required in order for
the system account option to become available.

Related information

Identity Options Description

BeijerElectronics, SUEN281
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2.7 DCOM Configuration of OPCEnum

To make necessary changes, follow the steps below (steps 1 and 2 similarly to
DCOM Configuration of Beijer Electronics OPC Server):

1. Open the Component Services window again by using the “dcomcnfg”
command in the Run dialog box.

2. Inthe Component Services window, navigate inside the Console Root folder
to the Component Services folder, and then to the Computers folder. Expand

My Computer and click on the DCOM Config folder.
3. Right-clickon OPCEnum in the list of objects in the right window pane, and

select Properties.

2.7.1 General

Make the following setting on the General tab:
1. SetAuthentication Level to None.

OpcEnum Properties ﬁ|g|

General | Location | Security | Endpaints | 1dentity
General properties of thiz DCOM application
Application Mare: OpcEnum
Application 1D: {134B86044-4821-11 0 2-4434-3CB306C1 0000}
Application T ppe: Local Service
Authentication Level: | Rl -

Service Mame: OpcEnum

ak l [ Cancel

BeijerElectronics, SUEN281
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2.7.2 Location

Make the following setting on the Location tab:

1. Check Runapplication on this computer.

OpcEnum Properties

General| Lacation |Securily Endpaints | Identity

The following zettings allove DCOM to locate the comect computer far thiz
application. [f you make more than one selection, then DCOM uzes the first
applicable one. Client applications may overide your selections.

I Fun application on the computer where the data iz located.
¥ Fun application on this computer.

™ Fun application on the fallowing cormputer:

[

QK. ] l Cancel

BeijerElectronics, SUEN281 22
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2.7.3 Security

Make the following settings on the Security tab:

1. Select Customize and click Edit for Launch and Activation Permissions,
Access Permissions and Configuration Permissions, and add Everyone and
ANONYMOUS LOGON to thelist of Group or user names. Change their
permissions to Allow and click OK.

OpcEnum Properties

General Locati0n| Security | Endpoints | |dentity

Launch and Activation Permissions
" Use Default

+ Customize

Aocess Permissions

" Use Default

* Customize Edi...

Canfiguration Permissions

" Use Default

+ Customize Edit...

[ ak ” Cancel ][_A

Security l

GI’DUD 0F LIZEN hames:

!ﬂ ANOMNYMOUS LOGON
m Eweryone
Add.. | Remove |
Permizzions for Everyone Al Deny
Local Access il
Fiemaote Access O

BeijerElectronics, SUEN281
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2.7.4 Identity

Make the following setting on the Identity tab:

1. Select the The system account (services only) option, and click OK.

OpcEnum Properties

General Loktinn Securty Endpointsl |E|Ef'l“t9|

wihich uzer account do you want ba use ta run this application’?

-

l,-h

" This user.

| |
|
|

* The systemn account [services only).

Dt |
A

[1]8 H Cancel l

Related information

Identity Options Description

2.8 Restartingthe PC

1. Restart the PCin order for all settings to have impact on the system.
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3 Client Setup

3.1 Prerequisites

IfaPCisused as client, iX Developer has to be installed on it. Usinganother OPC
client may not be supported and has not been tested by Beijer Electronics.
This chapter describes the following required client settings:

»  Configuring Windows Firewall
o Setting Up User Account Recognition
*  DCOM Configuration of My Computer

Related information

System Requirements

3.2 Configuring Windows Firewall

Make the same settings as for the server, except editing exception for Beijer
Electronics OPC Server.

Related information

Configuring Windows Firewall on the server

3.3 Setting Up User Account
Recognition

Make the same settings as for the server.

‘ Related information

‘ Setting Up User Account Recognition on the server

BeijerElectronics, SUEN281 25
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3.4 DCOM Configuration of My
Computer

1. Click on the Windows Start button, and select Run. In the Run dialog box,
type “dcomenfg” and click OK.

- Twpe the name of a program, folder, document, or
Internet resource, and Windows will open it For vou,

Open: |dc0mcnfg vl

I [o] 9 H Cancel ][ Browse, .. l

e

The Component Services window opens.

2. Inthe Component Services window, navigate inside the Console Root folder
to the Component Services folder, and then to the Computers folder. Finally,
you will see the My Computer tree control inside the Computers folder.

3. Right-clickon My Computer and select Properties.

Component Services
@ File Acton View Window Help
& - &m 2E D%

(L] Console Root
=)@ Component Services

=L Computers ‘
Eventvig StopMsDTC Computer
% Services

Refresh all components

Mew Window from Here

Help g

e

i

1)
(10

Note:
Thisisnotequivalent to the “My Computer” icon on your desktop; but the “My
Computer” tree control in the Component Services application.
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3.4.1 Default Properties

Make sure that the following options are set on the Default Properties tab:

1. Check Enable Distributed COM on this computer. Note, that you will have
to reboot the computer if you make changes to this check box.

2. Setthe Default Authentication Level to None. Itis possible to use other
settings in the list, but the Connect option is the minimum level of security
that you should consider.

3. Setthe Default Impersonation Level to Identify.

My Computer @@

Defaul Protocols | MSDTC | COM Secuiy |
General ] Options Default Properties

¥ Erable Distributed COM o this computer

[ Enable COM Intermet Services on this computer L\\S
Drefault Digtributed COM Communication Properties
The duthentication Level specifies security at the packet level.

Default Authentication Lewvel:

Mare ﬂ

The imperzonation level specifies whether applications can determine
wha iz calling them, and whether the application can do operations
uzing the client's identity,

Default Impersonation Lewel:

Identify ~|

Security for reference tracking can be provided i authentication iz uged
and that the default impersonation level iz not anonymous.

I—

ok | Cancel Ap
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3.4.2 COM Security

Make sure that the following options are set on the COM Security tab:

1. Click Edit Limits. .. for the Access Permissions group. Add Everyone
and Anonymous Logon to the list of Group or user names. Change their
permissions to Allow, and click OK.

Access Permission EJE]

Security ]

GIDUD O W=Er names:

mﬁNDNYMDUS LOGAM

ﬂi Ewvemone
Add... | Remowe |
Permizzions for Everone Al Deny

Local dccess F
Remote Access HH

________

[ oK | cad |

2. Click Edit Default... for the Access Permissions group. Add Everyone to the

list of Group or user names. Change its permissions to Allow, and click OK.

3. Click Edit Limits. .. for the Launch and Activation Permissions group. Add
Everyone to the list of Group or user names. Change its permissions to Allow,
and click OK.

4. Click Edit Default... for the Launch and Activation Permissions group. Add
Everyone to the list of Group or user names. Change its permissions to Allow,

and click OK.

Note:
Onsome computers, the Edit Limits buttons may not be available.

3.5 Restartingthe PC

1. Restart the PCin order for all settings to have impact on the system.

BeijerElectronics, SUEN281 28



iX Panel Setup

4 IX Panel Setup

No changes are required in the iX Panel if the server is configured as described in
this document.
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5 Identity Options Description

Four identity options are available:

o The Interactive User

»  The Launching User

o This User

o TheSystem Account (Services Only)

The following sections describe how each of these options affects Beijer
Electronics OPC Server.

Beijer Electronics OPC Server Properties

General | Location | Security | Endpoints | Identity

Which uzer account do wau want o %e ta un thiz application?

-

-

" This user.

|
|
|

* The systemn account [services only).

I 0K H Cancel ]

Beijer Electronics OPC Server executed as a service

5.1 Thelnteractive User

The OPC server will assume the identity of the interactive user. This is the person
who is currently logged on and using the computer on which the OPC server
resides.

Note that someone must be logged on. If no one islogged on to the computer, the
OPC server will fail to launch.

In addition, if someone is currently logged on, the OPC server will shut down as
soon as the person logs off.

Last, in the case of a reboot, the OPC server will not launch until someone logs on.

Consequently, this is typically a poor setting for OPC servers. OPCTI does not
recommend that you use this setting unless the OPC server vendor specifies this
setting explicitly.
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5.2 ThelLaunchingUser

The OPC server will take the identity of the user account that launched it. With
this setting, the operating system will attempt to initiate a new instance for every
launching user.

There are three general problems with this setting:

1. Some OPCservers will only allow a single instance to execute. Consequently,
the second | user will be unable to make the connection because an instance of
the OPC server is already running on the computer.

2. Some OPC server vendors allow more than one instance of the OPC server to
execute concurrently. In this case, the computer on which the OPC server
resides will have multiple copies of the OPC server executing concurrently,
which will consume a significant portion of the computer resources and might
have an adverse effect on the computer’s performance. In addition, some
system resources might be unavailable to any instances of the OPC server that
follow the first. For example, the first launching user will be able to connect to
aserial port, while every other launching user will simply receive bad quality
data. OPCTT does not recommend that you use this setting unless the OPC
server vendor specifies this setting explicitly.

3. Thelaunching user must have administrative rights on the OPC server
computer, and cannot be configured as a “limited” user.

5.3 ThisUser

The OPC server will take the identity of a specific user account. This setting might
be required when the OPC server is tightly coupled with the underlying data
source. In this case, the OPC server must assume a specific Identity to exchange
datawith the data source.

However, since the OPC server uses a specific user account, it is possible that

the computer running the OPC client does not recognize the OPC server’s

user account. In this case, all callbacks will fail and all OPC data subscriptions
(asynchronous data updates) will fail. If this is indeed the case, you will have to add
the OPC server account on the computer running the OPC clientapplication.

Various DCS vendors require this setting for their OPC servers. OPCTT does not
recommend that you use this setting unless the OPC server vendor specifies this
setting explicitly.
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Identity Options Description

5.4 The System Account (Services
Only)

The OPC Server will take the identity of the Operating System (or System for
short). This is typically the desired setting for the OPC Server as the System
Account is recognized by all computers on the Workgroup or Domain.

In addition, no one needs to be logged on the computer, so the OPC Server can
execute in an unattended environment. OPCTT recommends configuring the
Identity of the OPC Server with this setting, unless the OPC Server vendor
specifies a different setting explicitly.

Note that Windows disables this option if the OPC Server is not setup to execute
asa Windows Service. If this is the case, simply configure the Beijer Electronics
OPC Server to execute as a service before configuring this setting. To change this
setting, follow the steps below:

1. Open the Tools menu within Beijer Electronics OPC Server, and select
Options.

2. On the Windows Service tab, check the Automatically start asa Windows
service option. You need to reboot for changes to take effect.
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Options

General] Event Logl Wigw  Windows Service | OPC Settings] DDE ]

Startup

v Automatically start as a Windows service

Remember to check your DCOM Setting when pou change this property

[™ Show Close Option in Tray menu

(] | Cancel Apply “'Help |
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